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EDITORIAL

accelerated lately. Competition is growing steadily in

business communications and mobile telecommunica-
tion in most countries. While the European Union will
first see competition in conventional telephone services in
1998, competition is already present in many other coun-
tries.

In this competition the devices used are increasingly
demanded to have control, supervision and maintenance
features in addition to the regular functions.

The national standardization organizations are already
drafting the appropriate recommendations and standards
that basically originate from the ITU M3010 recommen-
dation. This is the basic recommendation describing the
TMN (Telecommunications Management Network) that
underlies many additional recommendations, studies and
standards not only in the ITU but also in the ETSI,
ERUESCOM and other oganizations.

If everything is so well regulated, why cannot the sys-
tems operating on those principles be generally accessed?
The answer may be approached from two sides: from the
side of telecommunications manufacturers and from the
side of information technology suppliers.

Telecom suppliers can basically supply effective manag-
ing devices for their own equipment only.

The suppliers see several advantages to this approach.
For example, the interface between the managing device
and the managed device does not need to be redesigned
to comply with the appropriate standard. There are large
performance PCs and workstations on the market with
which each supplier can sell his own managing system for
his own device. These devices do not lend themselves
readily to integration with other systems, or there are very
few examples for such integration.

Although some telecommunications suppliers have made
steps in that direction, these only amounted to TMN-like
Q3-like results. This helps to keep up a situation where
the buyer will also buy the managing system from them.

The other direction is that of information technol-
ogy (computer and workstation) suppliers, manufacturers.

C hanges — both in technology and regulation — have

These are more likely to use open systems. Several IT
suppliers have TMN model-based platform, but even these
lack a fully-fledged TMN solution. Nevertheless, they
stand closer to one. The access modules (AM) installed
between the managing and the managed devices and the
mediating devices (MD) allow for the use of solutions that
follow most the principles of the TMN model.

The first breakthrough in this area came with the
appearance of GSM service providers because these were
faced with international competition (because of roaming)
already at the start. These platforms are the products
of some sort of convergence since large computer and
workstation suppliers integrated in the TMN platforms
those ready panels that they had developed for managing
computer networks (e.g. archivation, graphic display,
access authorization, etc.).

We are at this point at the moment: we have recom-
mendations, standards and studies for the operation and IT
suppliers are ready to offer solutions that integrate several
systems. Present and future suppliers are showing growing
demand for the use of such devices, and telecom equip-
ment manufacturers are also poised for a change. Essen-
tially, the latter two players will say the final word in the
respect of new solutions that integrate several systems and
work on TMN principles.

Deregulation in 1998 will give a great uplift to this
process. Traditional supplier-service provider relations will
emerge in Europe, with one supplier having considerable
market with one or two service providers. It cannot be
predicted at this point whether these traditional relations
will boost or reduce the competitiveness of a service
provider.

A future decision depends on support of competi-
tiveness when a telecommunications service provider will
chose an information technology supplier instead of a tele-
com supplier for the supply of managing systems. Today
the information technology suppliers have advantages in
this field and some big service provider decision will influ-
ence it very much.
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To provide network services and additional services based on such
networks, it is necessary to perform many coordinated operations
in the network. In most cases, the equipment required for such
provision is geographically distributed. The systems are produced
by different manufacturers and have a variety of different interfaces.
Moreover, as the number of customers demanding for international
services is increasing quickly, it must be possible to provide and
operate such services across boundaries between different operators.
On the other hand, in the highly competitive telecommunications
market the "time to market” period as well as the quality and
security of the offered services are decisive for satisfying customers
needs. Management systems for automating and optimizing the
use of technical and human resources must be adapted to these
important criteria. The economic success of communication providers
depends critically on proper choice of a suitable hardware and software
architecture including internal and external interfaces. In addition,
the proper adaptation to customer and operational requirements is
extremely important.

1. PRELIMINARIES

The basic concepts of the management of public net-
works are described in various ITU-T recommendations
(International Telecommunication Union — Telecommu-
nication Standardization). ITU-T Recommendation M.3010
[1] is the most important one. It defines the term
"TMN" (Telecommunications Management Network) and
describes the TMN architecture for structuring network
management systems. It also establishes the most impor-
tant methods for defining specifications in the TMN con-
text.

This paper is organized as follows: Chapter 2 discusses
the contents of the TMN architecture in detail. Chapter
3 focuses on TMN platform concepts for reducing the
effort to implement management systems. Chapter 4
presents some alternative architectures for structuring
management systems. Chapter 5 deals with aspects of
interworking between management systems of different
(network) operators.

2. TELECOMMUNICATIONS MANAGEMENT NETWORK

ITU-T Recommendation M.3010 defines the general ar-
chitectural requirements for a Telecommunications Man-
agement Network (TMN) to support operators or providers
in managing telecommunication networks and services, es-
pecially with regard to
e planning,

e provision,
installation,
maintenance,
operation and
administration.

This list includes all areas that could arise in the
operation of telecommunications equipment or services.
It should be noted that the recommendation’s focus is
on architecture. In other words, whenever "TMNs" are
discussed within the context of network management, the
term always refers to a specific architecture specified in
Recommendation M.3010. Other standardization bodies
have specified other architectures — either divergent or
supplementary ones — for managing telecommunications
networks. These architectures, however, have not become
as widely accepted as TMN is.

It should also be noted, in general, that TMN is
technology-independent. It does not require a specific
technology in the transmission network or in the switched
network. Nonetheless, it is obvious that management sys-
tems for automatic operation of extremely flexible net-
works — as implemented with ATM technology — must
offer significantly more functionality than the management
systems for rigid networks that must be manually recon-
figured. On the other hand, only such flexible networks
represent the environment where automatic management
systems can prove their full effectiveness. In this envi-
ronment, all potential operational and economic merits of
automatic management systems can be exploited by the
operator and all additional potential advantages of flexible
services can be provided to the customer.

2.1. Functional areas of the TMN

The above TMN application areas can be divided into
S different functional areas that are often referred to in
combination with the abbreviation "FCAPS" [2]:
e Fault Management: comprises detection, isolation and
correction of abnormalities in the operation of network
elements or of parts of a network. It can include to
carry out sequences of diagnostic tests.
Configuration Management: comprises initialization, put-
ting into operation, continuous operation and termina-
tion of communications services (for example, reserva-
tion and release of virtual paths in the ATM network,
placing new cross connects into the network, etc.).
e Accounting Management: includes all tasks that arise in

connection with accounting for services used.
® Performance Management: includes the collection and
evaluation of data that provides information about the
efficiency and performance of network elements, and of
parts of the network and of services; it also refers to
measures taken to optimize network performance.
Security Management: provides the applications with
the support they require when security mechanisms are
used. Such support includes recording and displaying
events relevant to security (for example, unauthorized
access to protected files), administration of electronic
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keys and installation and modification or removal of se-
curity measures in applications.

Note: The execution of security functionality (for exam-
ple, password query or access denial) must be accom-
plished by the applications or the hardware themselves
and is not part of security management.

Data and information that are exchanged and processed

within the TMN may belong to several of these areas.

2.2. Key technologies of the TMN

The TMN according to Recommendation M.3010 em-
ploys a range of key technologies that come from the areas
of data technology and protocol technology. These key
technologies include
e systematic use of open systems,

e global use of a derivative of the classical client/server ar-
chitecture (in the TMN: the "manager-agent" concept),

e general use of object-oriented techniques in specifica-
tions,

e cxtensive use of formal languages for specifications (es-
pecially ASN.1 and GDMO; an explanation is provided
below) of interfaces between architectural components
of the TMN.

These key technologies reflect the current technical
development in the above-mentioned areas of protocol
technology and data technology.

The use of open systems technology at least partly ful-
fils the demand for independence from proprietary stan-
dards. The TMN is based upon the OSI (Open Systems
Interconnection) Standards developed by the International
Standardization Organization (ISO). OSI takes an exclu-
sively management-oriented perspective in considering as-
pects of interconnection of so-called "open systems" (it
does not consider the transmission technology involved)
and of communications between such systems. As a rule,
a system consists of a number of distributed components:
one or more computers, the pertinent software, peripher-
als, etc. The OSI Reference Model [3], Systems Manage-
ment Model [4], Systems Management Functions [5] and
five Management Functional Areas (FCAPS cf. section
2.1.) are of special significance with regard to the TMN.

Use of the manager-agent architecture permits flexible
distribution of communication roles between applications
running on distributed systems. In addition, the agent can
respond to internal or external events by sending "notifica-
tions" spontaneously to the manager. This is to inform the
manager about these events. The manager-agent concept
is a component of the OSI systems management model.

By using object-oriented specification techniques it is
possible to treat data and relevant access functions as a
unit and to handle them jointly. The most important aim
of this approach is to be able to adopt, modify or expand
existing specifications for other purposes. The starting
point for abject-oriented considerations within the TMN
are the objects specified in X.721 [6] and M.3100 [7],
objects from which all specific object declarations should
be derived.

ASN.1 (Abstract Syntax Notation 1 [8]) permits to spec-
ify data and protocol elements independently of systems
and programming languages. By using all the sophisticated

possibilities provided by this language standard (including,
especially, use of the sophisticated redefinition possibilities
of ASN "macro technology") a derived language was estab-
lished, now known under the name "GDMO" (Guidelines
for the Definition of Managed Objects [9]). As this name
indicates, it is used for specification of objects in the TMN.

2.3. Key definitions for the TMN

In this section, we define several key terms that are of
importance in the context of TMNs.

Network management system:

A network management system provides technical support
to the network operator in his tasks of planning, provid-
ing, installing, maintaining, operating and administrating
telecommunications networks and services.

Operating system:

The operating system defines the control logic of a man-
agement system. The operating system collects, processes
and, in some cases, stores data from the telecommunica-
tions network; it uses this data to control the network (for
example, to bypass faulty communication links, to initiate
repair of a network element, to optimize utilization of the
capacity of individual elements, etc.). The fact that the
term operating system is also used in the context of com-
puters in general (the operating systems UNIX and MS
Windows are typical examples) often causes confusions.

Resource:

A resource is cither part of a system monitored by a
network management system (for example, part of an
exchange or of transmission equipment) or an element
that supports certain management tasks (for example, the
distribution or recording of messages).

Network element:

A device that is part of a telecommunications network
(for example, a cross connect or a multiplexer) is termed
a '"network element" if it is monitored by a network
management system. Consequently, a network element is
a resource; a resource need not necessarily be a network
element, however.

Managed object:

A managed object is the abstraction of a resource; it
displays the characteristics of a resource in a form suitable
for the network management system. Furthermore, a
managed object is a realisation (instance) of a managed
object class.

Managed object class:

A managed object class is a data declaration made to

implement managed objects with the same characteristics.

It is defined in terms of:

e attributes, which make the internal status of an object
externally visible and which can be influenced by means
of appropriate operations,

e operations, which can be applied to managed objects (in
particular, to its attributes),

e behaviour of the managed object that can occur as a
response to internal and external events and as the
answer to operations,

e notifications, which the managed object can send out
spontaneously.
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